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Amendment Form

Version | Datelssued Brief Summary of Changes Author
Version 7| Oct 2021 | A Revised Records Managemédtidance from | Data Protection
NHSx Officer/Head of
A Amendments to the GDPR reference post | Information
Brexit 2021 Governance
Version 6| 21 July A TriAnnual reviewwith changes td¥ O dzNINJ Data Protection
2020 RFGF LINRPGSOUGA2Y £ S3 4 Officer/Head of
Management Guidanciom NHS Digital, and Information
future policy nonitoring Governance
A Policy layout changed in accordance with
guidance
A Change references from Care Groups to
Divisions
Version 5| 1 April 2015| A Tri-Annual review, minochangego Policy Head of
Monitoring Information
A Policy layout changed iaccordance with Governance
guidance
A Change references from CSUs to Care Grol
Version 4| May 2012 | A Tri-Annual review Head of
A Changes to the Caldicott Guardian/SIRO | Information
responsibilities Governance
A CQQutcome 21 referenced
A Divisional Units changing to Clinical Service
Units
Version 3| October Brannual reviewA changing to TrAnnual Head of
2008/April review Information
2009 Reorganised to NHSLA Format Governance

o oo Do

Changes to th€aldicott Guardia/SIRO
responsibilities

Divisional changeand responsibilities
including Information Asset Owners and
Administrators (IA@and I1AA)

The need for auditable Corporate Records
Inventory and Management systems at all
levels under the supervision of individua
Divisions

Safe haven contact points for the labeling,
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dispatch and receipt of health records

A Notice of 2008 review and update to the Pal
2 CoP provided by the Department of Healtl

A Changes to monitoring the effectiveness of
the policy

A Amended referenced the laws which allow
access to personal data

Version 2 | January A Brannual review Head of

2007 A DoH has issued a revised Records Information
Management: Code of Practice Parts 1 and| Governance
(RMCoP v1.0 170605)

A Reference included to the Trust Rofi
CORP/RECcolicy for the Legal Retention
and Destruction of Hospital Patient Recards
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1. INTRODUCTION

¢tKS CNBSR2Y 2F LYF2NXIGA2Y ! O0 wHnpublicoa¢KS ! O
authorities, which for these purposes includes the Trust. It provides the public withr vighes

ofaccessi 2 (G KS ¢NMzadQa NBO2NRa FyR | faz2 NBI dzAi NBa
comprehensive Records Management system.

CKS ¢NHzaGQa t2fA08 2y CNBSR2Y 2F LYF2NXIGAZ2Y
place in the public domain as muchHdmmation about its activities as is practicable and, subject

to the exemptions permitted under the Act, will make all other information available on request.
Ly LI NIOAOdzZ F NE GKS ¢NHzad ¢gAftt O2y F2NXN gA0GK 0
Managemaet of Records produced by the Department of Constitutional Affaarsd theRecords
Management Code of Practifer Health and Social Ca®16whichsets out what people

working with or in NHS organisations in England need to do to manage records lgorrect

TherevisedRecords Management Code of Practice from Nisl8asedn current legal
requirements and professional bestactice

TheCode of Practiceets out how long records should be retained, either due to their ongoing
administrative value or as a result of statutory requirement.

This Code of Practieceainlyprovides guidance on the implementation of the records
YIyYylF3SYSyd | aLlS ededam o Imformakiod PatidyHadreé iQaparallel Code of
Practice, which provides guidance on the handling of requests for information submitted under
the Act. This Code of Practice covers all types of records held by theMeaastalRecords and
related confidential information held under the auspice of ti&General Data Protection
Regulatior2021(UKGDPR) and thBata Protection Ac20183, are also subject to the Trusts
Records Management Policies & Procedures.

2. DEFINITION

2.1 Records

“ R e @& @nteans papers, minutes, diaries, maps, photographs, sound or video recordings,
machinereadable records and electronic recordsacluding email - or other documentary

material, regardless of physical form, created or received by the Trust and itenstiaé normal
course of Trust business. Such documents constitute (with a few exceptions such as those that
are the subject of a separate agreement concerning the assignment of intellectual property
rights between the Trust and an individual) Trust Rds@nd remain its property.

1¢KS [ 2NR / KIFyOSt t 2 NMadagem2riRd Re2cfds taiNbe @uina s/ waw/dcaigkv3ik/foi/codemanrec.htm
4¢ KS ¢ NHza ( Q Hornahel Bolicg and FrdEedures
3a2NB O2YyYzyie l1y26y 2y WOIMNNSWIHA RYGF LINBGSOGA
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2.2  Records Management

“Recor ds Maeangaetimtesninvdlved in the management of information
throughout its life cycle.

2.3  Records Life Cycle

“Recor ds nkeans the life gpan okd’ record from creationd®struction, including
information acquisition, creation, retention, storage, retrieval, communication, utilisation and
eventual destruction.

2.4 Machine-Readable Records

“ Ma c FRiemma a b | e m&asceleatrahi fecords, includingmils. They meethie legal,
operational and archival requirements of the Trust, support accountability, and are subject to
the same legislation as paper records. Electronic records should be able to function as evidence
of business activities and processes, with the sangreke of confidence as paper records. They
should be accessible and provide appropriate access within and between business processes,
and prevent unauthorised access. From the point at which an electronic document is filed as a
record, it becomes partofth ¢ NHzA G Q& / 2N1LJ22 NI GS wSO2NRao®

3. IMPORTANCE OF GOOBAR®ORDS MANAGEMENT

While it is essential that Doncaster & BassetleaachingHospitals NHS Foundation Tr(SBTH)
complies with the Act in implementing a Trust Information Records Management systeth, go
record keeping practice is important in its own right. It helps to ensure that the administration of
the Trust is efficient and effective because:

9 It ensures that information can be found and that the process of doing so is quick and simple,
which in tun, saves staffs time and hence staff costs.

LG SyadaNB’a GKFEG GKS ¢NMzaGQa 2LISNFdA2ya | NB
affairs.

I oA = A

LG LINRPGSOGA GKS ¢NMzaGQa fS3lf LRaixidArAzy o0& S
are easilyaccessible.

1 By ensuring that records are not duplicated and are not held for longer than necessary, it
reduces the requirement for storage space and equipment, thereby providing additional
space for other use.

¢ By demonstrating that the Trust is adminisirda @St & STFFAOASY(d Al SyKI-
reputation.
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4. RECORDS MANAGEMENHGANISATION

¢KS ¢NHzad Qa wS 02 NFukeadministdred ByYhe informdti@ndGoverivance
Group and Clinical Recor@®@mmittee.These groups worklosely with individuaDivisionsand
Departments across the Trust to assist them in implementing@uide of Practice.

5. RESPONSIBILITIES

5.1 Caldicott Guardian

TheTrustCaldicott Guardiariwho is the Trust Medicd@irector) and the TrusSIRQSenior
Information Risk Oner)who is theChief Information Officer (Cl@gave overall responsibility to
the Trust Board of Directors for the maintenance and use of this Code of Practice

5.2 Governance Groups

GovernanceGroups® - Thelnformation Governancesroupand Clinical Recals Committeeare
generallyresponsible fopolicy and advise y G KS | LILINRPLINAF GS YIF yl 3SY!
concerning

¢ TKS ¢NHzA G Qa OSy (NIt f docakpBliRrchDes N1LJ2 NI 1S NB O2 NR
{ TKS ¢ Nidgical @corddibraries

1 TKS ¢ NYza (i QéageM@nCpa|iNi#s&nd Yrocedures under review and ensuring that
these comply with good practice in the NHS and other public sector organisations.

¢ Advice and assistancetoK' S ¢ NHza G Q& /I f RAO2G 0 Ddzr NRALFY 2}
management policieand procedures.

1 The tting of consistent standards for records management practices across theiiffirse
with all relevant Data Security & Protection Toolkit (DSPT) Asserbetailed guidance can
be found on thdnformation Governance padeere: https://extranet.dbth.nhs.uk/digital
transformation/informationrgovernance/and on the Trust Website here:
https://www.dbth.nhs.uk/aboutus/our-publications/informatiorgovernance/

9 The provision of appropriatassistance, advice and training to staff about efficient reeord
keeping practices.

1 Therationalizationand control ofcentral space for the management of the Trust corporate
records and advising on the enhancement of record keeping conditions in offices and storage
areas.

¢ TKS ¢ Mirsionend Directoratesin responding to requests for informatipmcluding
requests uder the Freedom of Information Act 2000

4 Care Quality Commission (CQC) Outcome 21: Records Management

Page7 of 13


https://extranet.dbth.nhs.uk/digital-transformation/information-governance/
https://extranet.dbth.nhs.uk/digital-transformation/information-governance/
https://www.dbth.nhs.uk/about-us/our-publications/information-governance/

CORPICT 14 v.7

5.3 Divisional and Departmental General Managers

Divisionaland Departmental General Managersare responsible for:

1 Ensuring that they comply with these procedures and that local arrangements are in place to
this end.

1 AppointingDivisionalkk Departmentalinformation Records Managers
7 Providing appropriate space for the storageDavisionalDepartmental records.

54  Divisional and Departmental Information Records Managers

Divisionaland Departmental InformatiorRecords Managers (includinglAOs and I1AAsre
responsible for:

1 Ensuring that these procedures are implemented acrosdivesionsand Departments and
that they operate efficiently and effectively.

1 Ensuring that these procedures are applied not onlpaper records but also all other forms
of record.

1 Usingsystems such abe Trust Website/Intranet to publishnventoryand track their
departmental recordsincluding their destruction when necessary and appropriate

1 Ensuring that departmentally heldcerds are disposed of in accordance with the retention
schedules set out in Appendix A of this Code of Practice.

9 Liaising with the Information Governan@roup and the Freedom of Information Team

7 Informing the Information Governandgroupof staff changesvithin their working areaso
ensure that the records management databases are kepbugate.

55 Individual Members of Staff

Individual members of staffare responsibldor:

1 Ensuring that they are aware of their own responsibilities under the Freeafdnformation
Policy and its associated Codes of Practice.

Keeping their work records, including those held electronically, in good order and accessible.
Using the Trust Website to publish and track their work records.

Filing and weeding records on a wgr basis.

== =_ =2 =4

Disposing of records in accordance with the retention schedules set thie INHS Digital
linksto this Code of Practice.

9 Liaising with the Departmental Information Records Manager as required.
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6. RECORDS MANAGEMENTSSEMS

Trust s r e amagement sgtems should inaidetwo main elementg (i) the recording and
(ii) the storage of records. Taken together these cover the listing, accessibility and final
disposition of all Trust records.

Proposals for a records management and retrieval basgcontinue to beevaluated by the
Information Governancand ITTeans.

It is proposed that there will be three stages in the storage requirements of a physical record.
These are:

1 Immediate Records that have recently been created, or are in currentwiilenormally be
a02NBR a Of2al8 G2 GKS dzaSNJFa LlaairotSo Ly
own office. When no longer required for immediate use some records may be destroyed,
while others will be moved into sheterm storage.

9 Shat-term. When a record is no longer required for immediate use, it would normally be
stored where it can be retrieved within 24 hours. It is the responsil@fipivisionsand
Directoratesto identify suitable space for shetérm storage of Departmentakcords. The
Information Governanc&roupcan provide advice on appropriate conditions for skherm
storage.

9 Long TermMost records that are no longer required for immediate or shertm use should
be destroyed in accordance widither:

A the ¢ NHzBolicP@ORP/RECL&gal Retention and &struction of Hospital Patient Records
A andlor the Guidancé given by theNHSQ $Records Managemen€ode of Practic@

Records that the Trust is required to keep for longer periods, and in some cases in perpetuity,
will either be moved to longerm storage or archived.

7. RECORDS MANAGEMENROZEDURES

7.1 Records Creation

{1 All newand significantecord<bf interest(i 2 (i K SshduldZ@ateaa@propriate entry
made onto the Trust Website by the member of staff responsible for creating the record
through their departmental FGind/or Websitelead. Some of these records or documents
(usually created in .pdf format) ay have beemproduced in conjunction witlCommunications
& Engagement

TheQt dzo f A O LayidiaSshidat@diexetnStiamsust always be considered before any
NEO2NR A& LX I OSR 2y (m@vw.dbt Shs.ekNHedsé seék guiddaid flor® 6 S 0
the Trust FOI Teanif you need help.

Local Policies, Procedures and Guidelines wilkriot now ¢ be made public, rather they will be
managedhrough the new Trust Intrandtowever, they may still satisfy the regaments for

5 Freedom of Information Management is under the Director of Communications
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release under the Public Interesedt provisions of the FOIA. Each request will be considered on
its own merits.

CtKAa Aa SaaSyidAalrt AT GKS ¢ NUza G Qa andtdfili 8 KSR L
managed

7.2 Records Organisation

1 Records must be organised consistently and comprehensivelysore that they are
accessiblelt is essential that the filing systefnssed byDivisionsand Departments achieve
this.

7.3 Records Maintenance

1 Records must be kept "jp-date and maintaied in good condition to ensure that they
remain usable and do not deteriorate.

1 Duplicate records and multiple versions of the same record should be keota minimum.
In principle, there is only a requirement for a single, mastercopy of each record tbe held
08 Ala ONBFU2NWY LRSIfteés 6KSNBE (KSaS NBEO2NF
should be given to their publication on the Trust Website.

1 Confidental records must be kept securgard copy records should be stored in locked
cabinetsor rooms. When propeyl authorised, confidential and/or contentious electronic
records should be passwofqatotected (a register of those data files and their passwords
shouldbe kept byDivisionaland Departmental Management staff

7.4 Records Use

9 Cae must be exercised in the handling of all records and they should be returned to
designated storage promptly after use.

1 Where a record is loaned to another person, department or external organisation, this should
be recorded so that the whereabouts ofehiecord can be tracked.

 Health records should ideally leave and return to the trust throaghad | F SQcéntacd S y
point appropriately labeled and packagetheirwhereabouts should bbeeld up to date on
the iFITCasenote Tracking System when applicabkgails of these safe haveonsiderations
and sitingshould be in line withhe Trust Safe Havguolicy e.g. in the interests of safe and
prompt patient management

1 Confidential records must be kept secure and shoulthéredled andseen only by those
persons authoriseéito do so.

6 Data Protection Act 1998 and the Freedom of Information Act 2000
7CORPI/ICT 8: Safe Haven Guidsline
8 Caldicott et al, 1997

PagelOof 13



CORPICT 14 v.7

7.5 Records Retention and Disposal

1 Records should not be retained any longer than is necessary for the efficient operation of the
Trus®?.

1 Records that are of sufficient and continuing administrative and/ or historical valtleet
Trust will become the responsibility of the Board of Directors.

1 Records that have outlived their administrative usefulness should be destroyed systematically
in accordance with the retention schedules set out in this Code of PraEticddealth
Recads, you must always comply with the requirements of the Trust Policy: CORP(REC 8
Policy for the Legal Retention and Destruction of Hospital Patient Records.

9 Under the Freedom of Information Act 2000, it is now a criminal offence to destroy or dispose
of records once the Trust has received a formal request to access the information contained
in those records.

8. TRAINING

Information Governancéainingis nowMANDATORYor ALLTrust stafC,

Staff- including Volunteers must complete theilSETnformation Governance (IG) training at
least annually, and this will be recorded on their ESR Training Récord

Please note:The training requirements of staff will be identified through a learning needs
analysis (LNA)Role specific education will be coordted/delivered by the topic lead.
Alternatively, training may be accessed via an approvkzhming platform where available.

9. EQUALITY IMPACT ASSIMENT

The Trust aims to design and implement services, policies and measures that meet the diverse
needs of our service, population and workforce, ensuring that none are disadvantaged over
others. Our objectives and responsibilities relating to equality and diversity are outlined within
our equality schemes. When considering the needs and assessingdaetiai a procedural
document any discriminatory factors must be identified.

An Equality Impact Assessment (EIA) has been conducted on this procedural document in line
with the principles of the Equality Analysis Policy (CORP/EMP 27) and the Fanehtdadr All
Policy (CORP/EMP 4).

The purpose of the EIA is to minimise and if possible remove any disproportionate impact on
employees on the grounds of race, sex, disability, age, sexual orientation or religious belief. No
detriment was identified.(See Appendix 1).

¢ https://www.nhsx.nhs.uk/media/documents/NHSX_Records_Management_CoP_V7.pdf

10|nformation Governance Policy: CORP/ICT 9

11 Some staff, li& Volunteers and Locums etc, may not have an ESR training record however, that does not mean that they are excluded from the
alYyS t5¢gSta 2F (NIAyAy3 SELISOGSR 2F WwWSYLX 28 SR &0 T fitke Infoknatiok | S (K S
Assets
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10. MONITORING THE POYIC

Monitoring the effectiveness andndlerstanding of the policy will be facilitated pgriodic
Internal Audit review and testing of individual understanding within Information Governance
Training andstaff AvarenessPlyerl

What is being Monitored Who will carry How often How Reviewed/
out the Where Reported to
Monitoring
Ensuring hat information can be ) )
found The Trust Twice yearly | To the IGCommittee
Information in line withDSPT
Ensuring that important Governance Toolkit standards

documents are retained and are | Committee
easily accessible.

Ensuring that reords are not
duplicated and are not held for
longer than necessary.

Demonstrating that the Trust is
administratively efficient.

11. DATAPROTECTION

[«tN

lye LISNE2yFf RFEGE LINRPOSaaAy3a Faaz20Al GdSR gA
LINPGSOGAZ2Y fS3IAaAflGA2YQ | & UKGenérd BataPiotéckiont NP
Regulation (KGDPR) 221.

[atN
R

For further informationon data processing carried out by the trust, please refer to our Privacy
Notices and other information which you can find on the trust website:
https://www.dbth.nhs.uk/about-us/our-publications/informatiorgovernance/
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APPENDIX £ EQUALITY IMPACT ASSMENT PART 1 INITIAL SCRERG

Service/Function/Policy/Project/

Strategy

Division/Executive Directorate

and Department

Assessor (s)

New or Existing Service of
Poligy?

Date of Assessmeni

Information Records Managemeni Digital Transformation Directoratg Roy Underwood
- Code of Practice CORP/ICT 144.

ExistingPolicy Sept2021

1) Who is responsible for this policyRame ofDivisionDirectorate: Digital Transformatio Directorate

2) Describe the purpose of the service / function / policy / project/ strategy® manage all Trust records in an organized and coherent way

3) Are there any associated objectiveg®gislation, targets national expectation, stand&dH Code d?ractice

4) What factors contribute or detract from achieving intended outcome$fust compliance

5) Does the policy have an impact in terms of age, race, disability, gender, gender reassignment, sexual orientation, maiviagartnership,
maternity/pregnancy and religion/belief”2NO

1 If yes,please describe current or planned activities to address the impacg. Monitoring, consultation]

6) Is there any scope for nemeasures which would promote equality®O

7) Are any of the following groups adveely affected by the policy?

Protected Characteristics Affected? Impact

a) Age No

b) Disability No

c) Gender No

d) Gender Reassignment No

e) Marriage/Civil Partnership No

f) Maternity/Pregnancy No

g) Race No

h) Religion/Belief No

i) Sexual Orientation No
8) Provide the Equality Rating of the service / function /policy / project / strategyick ®) outcome box
Outcome v | Outcome 2 | Outcome 3 | Outcome 4

*If you have rated the policy as having an outcome of 2, 3 or 4, it is necessary to carry out a detailedeassags complete ®etailed Equality Analysis form in Appendix 4

Date for next review: July 202

Checked by:David Linacre Date: 25 Oct2021
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