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Date
Version | Issued Brief Summary of Changes Author
7 January|  TrirAnnual Review Roy Underwood
2024 | 1 Amendments to reflect on the UK GDPR & the DPA 2018 Rhona Mc@ery
{1 The completion of the NHSBETACDigital Technology Assessnte | Jerome Boniface
Criterig), whichalsoincludesa section on Clinic&afetywith
references to DABL.29 andDCB®160
1 Reference to gidance from the Information Gevnance, Caldicott
& SIRO port (IGC&SS) Team
1 Removalin toto of the draft DPIA Masat Appendix 4where the
latest‘in-use versionis now availabledirectly fom the PolicyPage
6 July | T Amendment to Appendig, Information Management System (IMY Roy Underwood
2020 Registration Proformand Appendix, theData Protection Impact
Assessment{PIA
5 Sept | 1 TrirAnnual review Roy Underwood
2018 | 1 Policyreviewsto includereferences to the EUs General Data
Protection Regulation (GDP&)d theUKsData ProtectiomAct 2018
9 Include Data Privacy Impact Assessn@RIA)
1 Amend the Records Management Code of Practice reference
1 Amerdthe Pol i cy at a Glance’ tab
1 Changeover from the I1G Toolkit to thBata Security anBrotection
(DSP) Toolkit for reporting to the Trust Information Governance
Group
4 April 1 TrirAnnual review Roy Underwood
2015 | 1 Policy Reformat Martin Boyda
1 Include IG/RA Chedsd
1 Amendments to Monitoring arrangements
3 Decem | 1 Formatupdated Roy Uderwood
ber | § Complete rewrite, especially concerning the Trust SIRO and the| Mark Norwood
2011 associated IAOs and IAAs
1 Clinical Safety Officer (CSO) iaw DSCNs 14 & 18/2009
2 January| Brannual review, incorporating amendments for: RoyUnderwood
2007 -Supersedes he ori gi nal ‘Dat abase | DrEmyrWJone
Management Policy v1’
- The inclusion of the main Trust
Patient Clinical Systemspage4
- An access control policy statement
page 4
1 June | Annual Review no change RoyUnderwood
2004 Dr Emyr W Jaes
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1. INTRODUCTION

Failure to store and process personal data in accordance with the Data Protection Act 2018 and the
GDPR could lead to your prosecution in a court of law.

In order to ensure that the Trust, and its employees, comptig the UKs General Data Protection
Regulation (GDPR)e Data ProtectiorAct 2018 andNHSD i g igtual | d’ @&8eaores Management
for Health and Social Care 20, the following policy must be followed for any personal data that
you are currently holding, or are considering holding, on a computerised systetherwise.

Software applicatiosused to storeelectonicd at a may be termed as “ Dat .
“Smrdes heet Soft warce”s sdrn g“ Veeoef,canyw@er oéstructurétlata stored
on anysystemwi | | ¢ o Arsst Infarmatioea Asaét “ i ncl uding the Trust’

systemsand any othepersonal and/omon-personal but signifant records managemerfystems

If youre not sure, ask thénformation Governance, Ghtott & SIRO SuppoffG@&SS Team
dbth.dpo@nhs.et

1.1 Policy at a Glance (Included in Appendix 3 and 4 for Applicants use)

New In-House 3" Party,
Information Asset Trust Core Division or Divisional, or
. . . System Departmental Departmental
Registration Matrix System/Database | System/Database

Yes, Noor N/A | Yes, No or N/A Yes, No or N/A

Project Agreed — including Funding and Staffing
arrangements - at an appropriate and
authorised Trust Level

Information Asset Owner (IAO) and
Administrator (IAA) identified and appointed;
some additional IG/RA training may be required
at this point

IG and RA Risks identified and mitigated (<5) by
Head of IG and system IAO/IAA
(Appendix 3 Completed)

Is a Data Privacy Impact Assessment (DPIA)
required as at Appendix 4?

Is a Privacy Notice (PN) required?

Is a Digital Technology Assessment Criteria
(DTAC) required where advice and assistance
can be sought from the IGC&SS Team

Is Clinical Safety Reporting advice required from
the Trust Chief Nursing Information Officer

Project Registered with Head of Information

Paged of 16


mailto:dbth.dpo@nhs.net

CORP/ICT 3 v.7

Governance | Trust DPO
IG Committee sign-off (where necessary)

2. PURPOSE

This policy sets out to ensure best practice in the storing and processing of personal data. The storing
and processing of personal data falls into two categories:

2.1 Business Management

This includes all da and systems that are used to manage and monitor the services that we provide,
and includesudit data?

Where a specific requirement to gathpersonal data exists, which canmot be supported by a
mainstream Trust Patierflystem, it will be permissibimgat her t hat -hdussbra3% n an
party databases y s t peowiding the following procedure is strictly adhered to:

1. Approval in advanctom the TrustSenior Information Risk Owner (SIR@)youghthe
Information Governance, Cdicott & SIRO Support (I&SS) Teammust be sought on
the proposed collection, storage andeaiof data; some existingformation Assetsnay
require additional security measures

2. The TrusHead ofinformation Governancé DPOwill keep arecord of thelnformation
Asseton a central register. Users must supply the following data for consideratitimeby
Information Management Systems (Registration) Teaminformation Management
Systems (Registration) Proforma is provided at Appendix th&irmpurpose

1 Named individual a;formation Asset Owner (IAO)

1 Named individual as Custodian or Informatiossét Administrator (IAA) for the Asset

1 List ofkeydemographic data items being recordedhese should always bde
minimus

1 The source of eactiata item

1 Any parties to whom the data mde legallydisclosed

3. The Information Services/Clinical Audit depagims maynecessarilye involved with the
creationand safe outpubf any such Database

1 Where data are downloaded from one of the Trust's main Patient Management Systems or where they are entered manually into a data
processing application such as MSAccess, MSExcel or similar, strictly for Audit purposes - and those data are the minimum required
(Caldicott, et al. 2013) - then there would be no requirement to submit an application form in accordance with this policy. The Caldicott
Guardian will expect that those data, in these cases, are 'looked after' during their use, and disposed of when necessary, in accordance with
either local or Trust's Records Management Policies.
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4. The data wilhormallyreside on a Network Data Stoaed access to that data controlled

by usemame and passwordAny other storage medium must have Caldicott amdIRO
approval

5. An appropriate Risk Assessment will be carried out by tlealAl thel G@SSTeam
6. Whenever possible, the data will be adegelgtanonymsed

7. In exceptional and authorised circumstances, if it is necessary to keep the data on a Trust
suppated Laptop or Personal Computer, then:

1 The Laptop or Personal Computer will have the Trust preferred encryption software
installed so as tprotect the data thereon, for example in case of theft

91 Procedures for making security backup copies of the datde implemented

8. In all cases, data mapt be copied on to any PC or computer systeoh Ielonging to the
Trust without the expressed coesst of the Caldicott Guardian through the registration
processas managed by thE5@&SSTeam

2.2 Clinical Management

This includes all data drsystems used for Clinical Management and/or the treatment of patients
andstaff andincludes any system ctibuting to an Electronic Patient or Staff Record

't is the Trusts’ pol i cy tfromrepotdble supplieoscfahe e a n d
storing and processing of personal data for clinical management and/or the treatment of patients. All
such sysems must be approved by th€linical Safety Officer (CS®@®¥ough the Truss IG@SSTeam

Mainstream Trust Pagnt Systems are subject to the control requirements detaileNHS Digital
Data Security anBrotection (DSP) Toolkit

3. EQUALITY IMPACT ASSESSMENT

An Equality Impact Assessment (EIA) has been conducted on this procedural document in line with
the principles of the Equality Analysis Policy (CORP/EMP 27) and the Fair Treatment For All Policy
(CORP/EMP 4).

The purpose of the EIAtE minimise and if possible remove any disproportionate impact on
employees on the grouds of race, sex, disabilityge, sexual orientation or religious belief. No
detriment was identified. € Appendix b

2 The CSO acts in compliance with DSCN 14 & 18/2009
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4. DUTIES AND RESPONSIBILITIES

The Trust Senior Information Risk Owner (SIRO) has overall responsibility for the registration,
security managementnd sigroff of all Trust Information Assets.

Information Asset Owners (IAOs) are responsibl¢o the Trust SIR@r the implementationof the
Trust mformation Systems Access Control Policy Statem8pecifically they are responsible for:

Athe management and aurol of all Users who have access rights to the system/s for which
they have responsibility.

Aensuring their responsibilities are detailedheir personal job description

Aliaising with the Trust Clinical Safety Offfder any systems risk issuesiaimight have
any adverse or potentially adverse risks to patients or staff

The main Trust Patient Clinical Systems are:

AcaMISPatientAdministraton System (PAS)
APathology

APACS

ARIS

ASymphony ED
ATheatregBlue Spear)
AMaternity (K2

AGU Medicine
AJACRharnacy)
ASunquest ICE
ADBTH Clinical Portal
ATPP SystmONE
AFresenius Renal

Information Asset Administrators (IAAs) are responsible to their relent IACfor the day to day
access and management arrangements for their registered sys$gecifically they are respsible
for:

Aensuring their responsibilities are detailedheir personal job description

Amaintaining a control log of all Users andgsers.

Aenauring that all users are properly trained and have access to sufficient training materials
and guidanceo enable them to use their system efficiently and effectively.

Akeeping a secure note of all Administration Usernames and Passwords wéttaled
envdope which should be kept in a safe and recorded locatiarase of an operational
emergency.

The Head of Information Governance/DPO is responsible for the coordinated registration process
and associated registration database.

3 DSCN 14 & 18 (2009)
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5. PROCEDURE

Individuak mustnot undertake the development/use of any NEW systems for clinical management
purposes until @ata Privacy Impact Assessment (DPIAhas been carried out by tH&Oand Head of
IG/DPQn conjunction with thenformation Governanc€ommittee.

Thismay necessarily include the completion of the NEHSRACRigital Technology Assessnte
Criterig), whichalsoincludesa section on Clinical Safety

The two standards issued by the NHS relating to digital clinical safety are:

1 DCBO0129 ClinicalRiskManagement:its Applicationin the Manufacture of HealthIT
SystemsThis standard is designed to help manufacturers of health IT software evidence the
clinical safety of their products. Any healtrganisation loking to inplement a solutiorcan
request, and should be provided with, this documentation.

1 DCBO0166- ClinicalRiskManagement:its Applicationin the Deploymentand Useof Health IT
SystemsThisstandard is dsigned to lelp health and carerganisations assure the clinical
safety of their health IT software.

Information Management Systems used for clinical management and/or patient treatment,

devel ochedsEfexarrnal |l y”, ma ytherneors d heUK@EDPR and/érul | vy
UKData ProtectiorAct 20180 r N H S HRedomgls Maagemerst Code of Practice 261

6. TRAINING AND SUPPORT

The 1is responsible for ensuring that all users are properly trained and have accessdestff
training materialsand guidance to enable them to use their system efficiently anecéffely.

7. MONITORING COMPLIANCE

The Head of Informatioovernances responsible for periodic monitoring and audit of the IMS
Registration Process. Results will be présdrio the Trust InformationGovernanceCommitteeand
then onto theAudit andRsk Committee(ARC)through ther receiptand acknowledgement of the
Information Governance CommittdéGG Minutesand other papers

Who will carry How Revi d/
What is being Monitored out the How often W Reviewe
o Where Reported to
Monitoring
The System/ Asset has f or| TrustInformation Twice Annually | Data Security anBrotection
the Trust Governance (DSPYoolkit reporting to the
Committee Trust Information

The Asset must be recorded on the Information Asset Governance Group
central register
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The Asset has named individuals acting as Informatio
As®t Owner (RO) and Asset Administrator (I1AA)

Any parties to whom the data may legally be disclose
are ‘mapped’

The data will normally reside on a Network Data Storg
and accesto that data corrolled by usename and
password.

Approval of anyassociatd DPIA orDTACs

8. OTHER ASSOCIATED TRUST PROCEDURAL DOCUMENTS

CORP/ICT - Information, Communication and Technology (ICT) Section

CORP/ICT Anformation Management and Technology (IMgSecurityPolicy

CORP/ICT -MData Protection Policy

CORP/ICT Qnformation Governance Policy

CORP/ICTO - Confidentiaity - Code of Conduct

CORP/ICT Hlinformation and @mmunications TechnologyQT) Business Continuity Policy
CORP/ICT Hnformation Records ManagemenCode of Practice

CORP/ICT Freedom of Information (FOI) Policy

CORP/ICT6E Information Governance Strategy

CORP/ICT 2@Bulk Datarransfer @idelines

CORP/ICT 2lnformation Risk Management Policy

CORP/ICT 223 Party Access to the Doncastard TeachingHospitals NHS Foundation Truss
Network andCore Patient Systes

CORP/ICT 23Pata Quality Policy
CORP/EMB — Fair Tretment for Al

CORP/EMP 27Equality Analysis Policy
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9. DATA PROTECTION

Any personal data processing associated with
protect i on inlthe DatasPlotdtion dat 2018aa8d the General Datadetan Reglation
(GDPR) 2016.

For further information on data processing carried out by the trust, please refer to our Privacy
Notices and other information which you can find on the trust wedsit
https://www.dbth.nhs.uk/aboutus/our-publications/informationgovernance/

10. REFERENCES

DSCNs 14 arB of 2009
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APPENDIX 1 — INFORMATION MANAGEMENT SYSTEM (IMS) REGISTRATION

PROFORMA

Please send this completed sheet ‘only’ to the Trust Data Protection Officer: dbth.dpo@nhs.net

Division or Department:

Name/Subject of Information Asset Information Asset Owner (IAO)

What you need to tell us and why:

Note: The subject matter and disclo®s you specifat Appendix B, MUST comply with Trust'sifi@ition to the Information
Gommissioner unde6GDPRthe Data Protection Act 2018, and the Caldicott Principles listed below; additionally as the 1AO and
IAA, you should understand thay beinga signatory to this registration that you are affirmingthighest ndard of use

8§  Ensure that there is a lawful basis for processing (as in GDPR Article 9 2 (h))

§  Justify the purpose(s)

§ Don’' t u ddentifialdetinfoemation unless it is absolutetgcessary

§  Use he minimum necessary patiefdentifiable hformation

§ Accesstopatient denti fi able information should be on a strlict ‘need to kn
§  Everyone should be aware of their responsibilities

§  Understand and comply with the Law

§  To share or noto share

Do you need to carry ot Data Protection Yes No

Impact Assessment (DPIA) for Personal Data Management

Where is the Data to bsecurelyHeld/Stored? Trust Network Data Stot

(This will be the norm, except @xceptional cicumstances,
as it would be if through one of the Trust media below)

Encryptedrrust PC  Encryptddust Lap Top

[ ] [ ]

What is the Database to be used for:

(a) Business Management Yes No |:|
(b) Clinical Maagement Yes No I:I
If (b), Is thesystemused to support Clinicalecision making Yesl:l No

If Yes, please give details:

Your Signature Block d80, confirnsthat you and your Information Asset Administrator (IAA) if
there is onghaveread and understood the Information Management Systems (Registration) Policy

{AIYFGdZINE XXXXXXXXXXXXXXPDPDX XX X 5F SR XXXXXXXXXXXXX:
Name, Job Role

Tel:
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APPENDIX 2 — DISCLOSURE DETAILS FORM

Disclosure details — Must be completed

Who are you inteding to* 4§ a Ishage the data with (data mappingg,houl d t here be any
involved?

Li st t heperSopalidermographig CaMIS Source of all other

data items first, and then the main subjg ~ PAS/ d
- . | obBC ata
headings (only)dr the non-demographic Linked
data (Tick)

(Printed listanay be att@hed instead)

Please ensure that any data collected is in accordance with the trust Privacy Notices and that there is therefore a ‘legal
basis’ for the data processing/sharing.

Where personal data are intended for an external entity (such as a National Registry) then you must have the patients’
explicit and documented consent for audit purposes, and when appropriate refer them to the Trust Privacy Notices.

“Justification for stor i ng.avwEUGDRRailtegData Praetectordet 2008 dat a’ s
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APPENDIX 3 - INFORMATION GOVERNANCE AND REGISTRATION AUTHORITY

CONSIDERATIONS IN ANY IT SERVICES/INFORMATION SYSTEM PROJECT

Policy check at a Glance

New In-House 3" Party,
Information Asset Trust Core Division or Divisional, or
. . . System Departmental Departmental
Registration Matrix System/Database | System/Database

Yes, Noor N/A | Yes, No or N/A Yes, No or N/A

Project Agreed — including Funding and
Staffing arrangements - at an
appropriate and authorised Trust Level
Information Asset Owner (IAO) and
Administrator (IAA) identified and
appointed; some additional IG/RA
training may be required at this point
IG and RA Risks identified and mitigated
(<5) by Head of IG and system IAO/IAA
(Appendix 3 Completed)

Is a Data Privacy Impact Assessment
(DPIA) required as at Appendix 4?

Is a Privacy Notice (PN) required?

Is a Digital Technology Assessment
Criteria (DTAC) required where advice
and assistance can be sought from the
IGC&SS Team

Is Clinical Safety Reporting advice
required from the Trust Chief Nursing
Information Officer

Project Registered with Head of
Information Governance | Trust DPO
IG Committee sign-off (where
necessary)
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Further Considerations and Checks

= =

= =4 -4

T

Early involvement of your IG LedaustDPO
Appointment of Dvisioral/Departmentalleadsasinformation Asset Ownarand Asset
Adminigrators (IAOandlAA)to take responsibilit in their specificareas
Clarify roles and responsibilities
o Consider who to include on project teantonsiderlAQ TrustlG Lead, RA manager,
Clinical Governance Lead, Caldicott Guardiaost 8RO
0 IG Risks
Include cost of IdTand RA elementstc. within projed costs
Refer to National Guidance including key websites
SETG Training
o0 Departmentalinduction
o Annual staff IG Copliance
o EnhancedRAtrainingprior to issuingSmartcards
o Use of Smartcards
Printer locatons
o0 Isitin a convenient place thatigs the agplication?
o Does it require a confidential location?
o Do staff needand indeed are they alloweid print?
Conseniplease consider degal basis rather thanimplied consent,asit might not be
necessary undeGDPR Art 6 1 and Art 9 2)
o Providelinks to N@ional Guidance
Information Sharing Protocdlsgreements
o Protocols developed and/or reviewed atttht arein place
Registration Authority (RA)
- RA manager involvement
- Refer totrust intranetwebsite guilance on RA
- Any need foHR(PoD)involvement
- Determnation and allocation dPosition Based Access Control (PBAC) roles
- Agents and Sponsors (sufficient resource, start soon enough)
- Arrangements for issuing Smartcards including identity @B&hecks prior to new
starters arrival
- Smartcardgor non-NHS stdf
- Infrastructure—card readers
- Arrangements for Fallback cards
Training environment with dummy data
- Training data

1 Testing

- Testing data

1 Data Migration

- Initial DQ review

- Resourcallocation

- Start eary

- DQ Tools

- Use of DQ facilitators
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- Data Maping deci®ns
- Training on data quality for users (end users and specialists)
- Clinical Coding knowledge atrdining?
- Effective and validated data recovery processes
- Alleged breaches of sety investigated promptly and efficientfithin 72 hours
overdl)
1 Communcations
- staff
- patients
- public
- Divisions/Directorates
- JSCC
- Union groups
- Professional committees
- Team brief cascades
- leaflets that meet guidance and audiemneeds
- trust websiteand or Intranet/Extranet
1 Document IG Benefits
- 1G enablers vs benedit
- Methods d measuring IG benefits
1 Contingency Planning
- Involvement of Clinical Governance Leads
- Business Continuity Plans
- Data recovery
- Guidancee.g.OGC Guide on Contingency Planning
1 Process Change and Private Areas
- Process mapping to include good IGqgtiges andvho sees what data
Review implementation of IG standards after go live
Sealed envelope
- Consider in context of particular project
- Reflect in ommunications
1 Audit andMonitoring arrangemerg

= =

APPENDIX 4 — DPIA Mask for completion

To be keld asa separatalocument on the policy management page of the Trust extrameliue
course In the interim please contactThe IGC&SS Team hedbth.dpo@nhs.netfor the latest
version copy

Pagel5of 16


mailto:dbth.dpo@nhs.net

CORP/ICT3 v.6

APPENDIX 5 - EQUALITY IMPACT ASSESSMENT — PART 1 INITIAL SCREENING

Service/Function/Policy/Project/

Strategy

Division/Executive Directorate
and Department

Assessor (s)

New or Existing Service or
Policy?

Date of Assessment

Systems (Registration) Poliey

Information Management

Digtal Transformation Directorate

Roy Underwood

ExistingPolicy

January2024

CORP/IC3 V.6
1) Who is responsible for this policy? Name ofDivisioriDirectorate: Digital Transformation Directorate
2) Describe the purpose of the service / function / policy / project/ strategy? To identify, athorise and to operate safely arsgcurely all trust information
assets
3) Are there any associated objectives? Data ProtectiomAct 2018 GDPRDH Records Management Code of Practice
4) What factors contribute or detract from achieving intended outcomes? IG Training
5) Does the policy have an impact in terms of age, race, disability, gender, gender reassignment, sexual orientation, marriage/civil partnership,
maternity/pregnancy and religion/belief? NO
9 If yes, please describe current or planned activities to address the impact [e.g. Monitoring, consultation]

6) Is there any scope for new measures which would promote equality? NO
7) Are any of the following groups adversely affected by the policy? NO

Protected Characteristics Affected? Impact

a) Age No

b) Disability No

c) Gender No

d) Gender Reassignment No

e) Marriage/Civil Partnership No

f) Maternity/Pregnancy No

g) Race No

h) Religion/Belief No

i) Sexual Orientation No

8) Provide the Equality Rating of the service / function /policy / project / strategy —tick (P) outcome box

Outcome 1V

’ Outcome 2

’ Outcome 3

’ Outcome 4

*If you have rated the policy as having an outcome of 2, 3 or 4, it is necessary to carry out a dssaistinent and completeDetailed Equality Analysis form in Appendix 4

Date for next review: January 2027

Checked by:

Date:
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