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The information and guidelines within this policy are important and apply to the entire Trust. This
policy doesot cover GP records but covers the records held and procdsgsthff anployed by
Doncaster andassetlawl eachingHospitals NHS Foundation Trust.Code of Conduct in respect

of Confidentiality is issued under separate cover

1 INTRODUCTION

Like allNHS establishments, Doncaster @assetlawl eachingHospitals NHS Foundation Trust
6AGKS ¢NHzZAGé0 K2t Ra FyR LINRPOSaasSa AYyF2NNIGA2)
for various purposes (for example, the effective provision of healthcare services or to operate the
payroll and to enable corspondence and communications). To comply witirent data

protection legislation (the UK GDPR dhd Data Protection A@Q018) vis-a-vistheir assertions
andprinciples that information must be collected and used fairly, stored safely and not disclosed

to any unauthorised persa@ Thelegislationapplies to both manual and electronically held data.

2 PURPOSE

This policy covers records held and processed by the Trust. The Trust is responsible for its own
records undercurrent data protectiodegislation and it has submitted and maintains an annual
notification to the Information CommissioneRegistry No. Z5372151.

The lawful and correct treatment of personal information is vital to successful operations, and to
maintaining confidence withithe Trust and the individuals with whom it deals. Therefore, the
Trust will, through appropriate management, and strict application of criteria and controls:

1 observe fully conditions regarding the fair collection and use of information;

1 meetits legabbligations to specify the purposes for which information is used;

1 collect and process appropriate information, and only to the extent that it is needed to fulfill

operational needs or to comply with any legal requirements;

ensure the quality of informatio used,;

apply strict checks to determine the length of time information is feld

ensure that the rights of people about whom information is held can be fully exercised under

current data protection legislatian(These include: the right to be informedattprocessing is

being undertaken; the right of access to one's personal information; the right to prevent

processing in certain circumstances; the right to correct, rectify, block or erase information

which is regarded as wrong information.);

1 take approprate technical and organisational security measures to safeguard personal
information;

1 ensurethat personal information is not transferred abroad without suitable safeguards.

= =4 4

1 CORPI/ICT XDonfidentiality- Code of Conduct

2NHS: Records Management Code of Practice & Retention Sched®ie [ps://transform.england.nhs.uk/information
governance/quidance/recordsianagementcode/
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NOTIFICATION TO EHNFORMATION COMNBEONERANDOUR

DUTIES UNDER THE BAAROTECTIOACT 2018

The Trust has an obligation as a Data Controller to notify the Information Commissioner (formerly
called the Data Protection Registrar) of the purposes for which it processes personal data.
Notificationmonitoring within the Trust is carried out by the Head of Information. Individual data
subjects can obtain full details of the Trust's data protection registration/notification with the
Information Commissioner from the Information Governance Manageraon fthe Information
Commissioner's websitéifps://ico.org.uk).

Serious Incidents Requiring Investigation (SIRIs) will also be formally reported to the ICO through
the Data Security and Protectidroolkit Incident Repoitig Tool, complementary to the usual
Trust Sl reporting processes.

3.1 Data Protection Principles

The Trustas a Data Controller, must comply with the Data Protection Principles that are set out in
current data protection legislationn summary thesstate that personal data shall:

1 Be processed fairly and lawfully and shall not be processed unless certain conditions are met

1 Be obtained for specified and lawful purposes and shall not be processed in any manner

incompatible with those purposes

Be adguate, relevant and not excessive for those purpgses

Be accurate and kept up to date

Not be kept for longer than is necessary for those purppses

Be processed in accordance with the data subject's rights uB@#?R anthe 2018Act;

Be the subject of appropriate technical and organisational measures against unauthorised or

unlawful processing, accidental loss or destruction

1 Not be transferred to a country outside the European Economic Area, unless that country or
territory has equivient levels of protection for personal data

= =4 -8 -4 -4

3.2 Processing

"Processing", in relation to information or data, means obtaining, recording or holding the
information or data or carrying out any operation or set of operations on the information or
data,including:

(@) organisation, adaptation or altetan of the information or data;

(b) retrieval, consultation ouse of the information or data;

(c) disclosure of the information or data by transmission, dissemination or otherwise
making available, or

(d) alignment, combination, blocking, erasure or destroie of the information or
data;

(e)  viewing personal data, even where no changes are made to the data.
Pageb of 13
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3.3 Personal Data Sources

h Patient related

" Nonpatient related

Electronic records

Manual records

Post and fax transmissions

Photographs including digital images from Cameras and Mobile Phbnes
Video & Transparencies

Films and Xay

The spoken word

v o~

T T @

3.4 Sensitive Personal Data

The Trust may frortime to time process $pecial categorgata” relating to staffpatients and
other individuals as ithe UK GDPR Atrticle 9 and in DBA S.35 (8) and S.48

3.5 Consent

Certain types of personal data may be processed for particular purposes without the consent of
individualdata subjectsrelying- post 25/5/2018-2 y |  Wf S3I f o0} athéllk F2 NJ L
GDPRArt9 2(h) However, it is the Trust's policy éaplain its data processing activishenever
practicableto individual data subjectsThis is to allow individals an opportunity to raise any
objections to any intended processing of personal data. The Trust will consider any such
objections but reserves the right to process personal data in order to carry out its functions as
permitted by law. The Trust will norally seekhe explicit consentof the individual in question,
where their personal data may be used for Atpeatment purposes such as Research etere

the National Data Opbut Programme may also be used by members of the public to hold their
personalchoice in these matters. The DB Hhrough the Information Services Departmenill
always check against the National Register to ensurettietights ofthose persons who have
opted out are observed.

3.6 Rights of Access to Personal Data

Staff,patients and other individuals have the right underrent data protection legislation to
request access throughsaibject access reque6sAR any personal data that is being held about
them.

An individual who wishes to exercise his/her right of accessked to formally request this
information as follows:

A For access to personal medical recordgply, in writing, to the Casenote Release Team:
dbth.casenoterelease@nhs.ndévllowing which an offial application form will be issued.

3 The use (orsite) of Mobile Phones is strictly controllégough the Mobile Phone Policy
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A For personal 'staff' access to personnel recoradembers of staff should appjtoughtheir
Line Managewho should comply with the guidance and policy statements in CORP/ICT 30:
Data Subject Access Requé3SARPolicy.

Any inaccuracies in data disclosed in this way should be communicated immediately to the
responsible Medical Records Managettheir Line Managervho will take appropriate steps to
make the necessary amendments.

Requests made undeurrent dat protection legislationvill be:

T CNBS 2F OKINBS: SEOSLIiAyYy3a ¢ KS NBrwhek qubsbniy dzS & i
a copy of any records previously provided for a SAR actioned on or after the 25/5/2018.

1 Any fees due will be agreed, and basedthe amount of copying necessary, by relevant
managers at the time of the request.

The Trust will respond to the request for access to personal data withionth (30day9
(including bank holidays and weekends) of the request.

Staff haveno right of access; at work- to:

1 their own medical and confidential recortiewever, they can request copy via theust
SAR procesasdescribed above

1 medical and confidential records of their own family, relatives, friends or acquaintances
unlessthey are direct @ Ay @2t GSR Ay (2KNS oL GIKA SiyKiSO aS YOOf Az
administration on behalf of the Trufst

Action of this kind will be viewed as a breach of confidentiality and may result in disciplinary
action by the Trust.

3.7 Disclosure outside of theeuropean Economidrea(EEA

The Trusbor its contracted Data Processargay, from time to timeneedto processpersonal data
in countries or territories outsidefahe EEAn accordance with purposes made known to
individual d@a subjectghrough its Privacy Notices-or example, the names and contact details
of Trustmembers of staff on a website may constitute a transfer of personal data wadd. If

an individual wishes to raise an objection to this disclosure, then writiaice should be given to
the Trust's Communications Manager.

Other personal data, even if it would otherwise constitute fair processing, must not, unless certain
exemptions apply or protective measurage taken, beprocessedpr transferred outside the EE
unlessUKGDPR compliant agreements are in place with individual Data Processors

gl AGAY3 FdARIFYOS FTNRY (GKS L/h 2y 6KIG Oy 0SS O02y&aARSNBR (2 6S wyl
% Where staffhave a legal basis in that it is either clinically appropriate (GDPR Art ®2#s)p result oAn Admin process (GDPR Art 6 1(e))
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4 STAFFACCOUNTABILITY ARESPONSIBILITIES

4.1 Trust Staff with Data Protection Responsibilities

All queries about this Trust polisjpould be directed to Head of Information Governamde

reports directlyi 2 G KS ¢ Nifedmat@a Risk Swhar ZSNRONES Information Officer.
LYF2NXYIGA2Y 1aaS0G hgySNE O6L! hao I NB RANBOGT @
effectivecontrol and management dhe Personal Information Assets that they are registered for.

All requests for access to personal data relating to patient records should be addressed to the
Casenote Release Teadfnth.casenoterelease@nhs.net

All requests for access to staff personnel files should be addressed to the liragenavho holds
a particular individual member of staff's records.

(see also point 3.6: Right to Access Personal Data for moregjetail

4.2 Responsibilities of Individual Users

All employees of the Trust who record and/or process personal data in any form (called "Data
Users" in this policy) must ensure that they comply with:

1 the requirements ofCurrent data protection legislatiofespecialljthe Data Protection
Principles)

1 the Trust'sinformation Asset Registration Policy (CORP/ICan8)any procedures and
guidelines which may be issued from time to time.

Consideration othe UKGDPRn parallelthe principles of th2018 Actshould be made:
1. when using an existing computer system to process personal data for a new

purpose- it may be necessary to notify an amendment to an existing registration to
the Trust'sinformation Asset Registratidholicy;

2. when creating a newnanual filing system containing personal data;
3. when using an existing manual filing system containing personal data for a new
purpose.
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4.3 Accuracy of Data (Data Quality)

All staff are responsible for:

1 checking that any personal information they provide to the Trust in connection with their
employment is accurate and up to date e.g. change of adfirestact details (personal
phone numbers and email addressed)he Trust cannot be held responsible foy &rrors
unless the member of staff has informed the Trust about them.

1 In supplying their contact details, members of staff agree to the trust using them in order to
manage their contract and to contact them, unless tlagg advised to the contrary.

f chedking that any patientstaff,2 NJ 2 0 K SNJ A y RA @HatRhdglhir@la is dsy F 2 NIV |
accurate and up to date as possible

4.4 Data Security andisclosure

All staff within the Trust are responsible for ensuring that:

Any personal data that they hold kept securérelative to thesecurity level of the data.
Personal data are not disclosed either orally or in writing or otherga®ail, TextMessaging,
or any other Social Media Platforio) any unauthorised third party, and that every
reasonable effrt will be made to see that data is not disclosed accidentally.

1
1

Unauthorised disclosure is a disciplinary matter and may be considered gross miscémyuct.
inappropriate disclosure must be reported to the trust DEGtHh.dpo@nhs.neas soon as is
practically possible and in any case within 48 hours to enable the DPO to carry out their statutory
duties within 72 hours when it is appropriate.

Personal data must be kept secwatall times and examples of how thisay be done will
include:

1 keeping the data locked in a filing cabinet, drawer or room; or
1 if the data is computerised, ensuring that the d&ept safe as detailed in trust policy
CORP/ICT QInformation Management and Technology (IM&T) Securdiicy

6 Data Quality Policy CORP/ICT 23
7 Data Protection Ac2018
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5 CCTV

A number of CCTV cameras are present on the Trust's Hospital sites. The notified purposes of the
CCTV Systems are:

6

1 Preventing and detecting crime.

1 Apprehending and prosecuting offenders.

1 Protecting public safety.

1 To assist with security for staff, patients, other individuals and their property, as part of the
Doncaster Crime and Disorder Partnership with the Police, and in accordance with the
Trust's 'notification’ to the Information Commissioner. If you have amrigs regarding
the operation of or access to the CCTV system, please speak to the Trust Security Manager.

E-MAIL

It is permissible and appropriate for the Trust to keep appropriate records of internal
communications, provided such records complthvaurrent data protection legislation the
Freedom of Information Act 2000, and the Trust's Information Records ManagemengPolicy

The appropriate use of-Hail in the proper functioning of the Trust, and the limitations of use can
befoundinthe Tusi Q& Ly G SmidPSlig®. | YR 9

However, all Trust staff need to be aware that:

T

T

7

Current data protection legislatioapplies toE-Mails which contain personal data about
individuals which are sent or received by Trust staff;

subject to certain exceptions, individual data subjects will be entitled to make a data subject
access request and have acces&tdails which contain personal data concerning them,
provided that the individual data subject can provide sufficient infoliorafor the Trust to
locate the personal data in theMails; and that that search would satisfy 'the personal data
0§SaidQ RSaONFRmaschl SarycessAdeNdy gtal; @

the legislation applies to allKails from and to members of the Trust whicteaent and
received for Trust purposes;

E-Mails, like other Trust correspondence, need to be managed and archived for as long as
necessary in order to meet local and corporate business needs.

RETENTION OF DATA

The Trust will hold different types afformation for differing lengths of time, depending on legal
and operational requirements, following which they will be destroyed. This will be done in

8 CORP/ICT 1@ORP/ICT 14 Information Records ManagemeqtCode of Practice
9 CORP/ICT 27 Email and Internal Communications Policy
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accordance with the retention periods detailed in the Trust's Information Records Managément
and Medtal Records Retention arzestruction Policie’8

8 MONITORING(THE EFFECTIVENB$STHE POLICY)

Monitoring the effectiveness of the policy will be achieved through periodic Audit with the results
going to the Information Governance Groupthe Audit andNon Clinical Risk sub Committee and
the Board of Directors.

What is being Monitored Who will carry out the How often How Reviewed/
Monitoring Where Reported to
Staff Awareness Surveys Head of Information Annually DSPMAssertion NDG 3
Governance

9 DEFINITIONS

CCTYX Closed Circuit Television

DPAg The Data Protection A@018 (current data protection legislation

HSQ; Health Service Circular

UK GDPR United Kngdom General Data Protectidtegulationcurrent data protection
legislation)

10 EQUALITY IMPACT ASSSMENT

The Trust aims to design and implement services, policies and measures that meet the diverse
needs of our service, populati@nd workforce, ensuring that none are disadvantaged over
others. Our objectives and responsibilities relating to equality and diversity are outlined within
our equality schemes. When considering the needs and assessing the impact of a procedural
documernt any discriminatory factors must be identified.

An Equality Impact Assessment (EIA) has been conducted on this procedural document in line with
the principles of the Equality Analysis Policy (CORP/EMP 27) and the Fair Treatment For All Policy
(CORP/ER® 4).

The purpose of the EIA is to minimise and if possible remove any disproportionate impact on
employees on the grounds of race, sex, disability, age, sexual orientation or religious belief. No
detriment was identified.(see Appendix 1).

10 CORP/REE- LegaRetention and Destruction of Hospital Patient Medical Records
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11 ASSOCIATED TRUST EEDURAL DOCUMENTS

Processing Requests for AccesdHiealth Records Procedure€ ORP/REC 3
Information ManagementSystemgRegistratiof Policy- CORP/ICT 3
Information Management and Technology (IM&T) Security PQIC@RP/ICT 2
Equaity Analysis PolicyCORP/EMP 27

Fair Treatment for Alléticy¢ CORP/EMP 4

Data Subject Access Request (DFAdRgyc CORP/ICT 30

12 REFERENCES

None.
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APPENDIX £ EQUALITY IMPACTSAESSMENTPART 1NITIAL SCREENING

Service/Function/Policy/Project/| Division/Executive Directorate Assessor (S) New or Existing Service ol Date ofAssessment
Strategy and Department Policy?
Data Protection PolicORP/ICT 7%. | Digital Transformation/IGC&SS | Roy Underwood Existing January2024

1) Who is responsible for this policyName of DivisiofDirectorate: { Lwhk / LhQa hTFAOS

2) Describe the purpose of the service / function / policy / project/ strategyrrustwide Information Governance Policy

3) Are there any associated objective€mpliance with GDPR, the Data Protection Act 2018 and Confidentiality Legislation

4) What factors catribute or detract from achieving intended outcomes?

5) Does the policy have an impact in terms of age, race, disability, gender, gender reassignment, sexual orientation, maivihgaftnership,
maternity/pregnancy and religion/belief?No

9 If yes,please describe current or planned activities to address the impac). Monitoring, consultation]

6) Is there any scope for nemeasures which would promote equalityRo

7) Are any of the following groups adversely affected by the policy?

ProtectedCharacteristics Affected? Impact

a) Age No

b) Disability No

c) Gender No

d) Gender Reassignment No

e) Marriage/Civil Partnership No

f) Maternity/Pregnancy No

g) Race No

h) Religion/Belief No

i) Sexual Orientation No
8) Provide the Equality Rating of the servicdunction /policy / project / strategy—tick ) outcome box
Outcome 1V | Outcome 2 | Outcome 3 | Outcome 4 |

*If you have rated the policy as having an outcome of 2, 3 or 4, it is necessary to carry out a detailed assessmentetacBm@tgiled EqualityAnalysis form in Appendix 4

Date for next review: January2027

Checked by: Date:
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